Information Management

A presentation:

* On the responsibilities of the Council for compliance with data
protection legislation and the management of existing information
management arrangements across Rhondda Cynon Taf.

« Support the Governance and Audit Committee’s role in
overseeing the Council’'s Risk Management arrangements and
strategic risks as included within the Strategic Risk Register

Louise Evans, 7%,\

Swyddog Diogelu a Gwella Data/Data Protection & Improvement Officer
07 Chwefror/February 2022
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Strategic Risk Register — Information Management

Risk Rating
2021/22
RISK DESCRIPTION CONTROLS & ACTIONS T TRETING QTR 2 UPDATE 2021/22
If the Council does not manage its CONTROLS 3 | 2| 10 |ORIGINAL RISK RATING: 4x3=12

information assets in accordance with
requirements set down within legislation
then it may be faced with financial
penalties and possible sanctions that
hinder service delivery.

+ Governance Structures are in place and the Council has a
designated SIRO.

+ Policies and Procedures are in place.

+ Designated team in place that provides on-going training and
also undertake investigations that involve potential breaches.

+ External Reviews & Accreditation e.g. PSN, PCI, AUDIT
WALES.

ACTIONS

+ Continue to review technology measures and update as
necessary.

+ Continue to investigate and report potential events/incidents.

+ Continue with external reviews and maintain accreditations for
PSN/PCI.

+ Deliver risk-based training / regular communication, face to face
and via e-leaming, staffing bulletins, global emails.

The Information Management Team continues to provide specialist advice, information and
support to Services during the quarter, ensuring that business processes are GDPR compliant -
thus minimising the risk of a personal data breach and enforcement action by the Information
Commissioner.

Cyber Security remains a pricrity for the Service following increased reports of extemal attacks to
government, local authorities and Schools. The Council is continuing with its proactive approach
to mitigate risk around cyber security.

Key deliverables during the quarter include:

+ Password Management standard strengthened in line with industry standards and technical
deployment to Users commenced.

+ Deployment of Conditional Access policy for Microsoft Office365 commenced.

+» Work in progress to enhance Staff & Member Cyber Training.

+ Draft Cyber Incident Response Plan developed.

No change to the risk ratings at this stage.
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Role of the Information Management Team

Support the Council and SLA Services in achieving compliance with data
protection legislation;

— Provide specialist data protection advice, support and guidance

— Manage information security incidents/events — personal data breaches
— Manage information rights requests e.g. subject access requests

— Maintain the Data Protection Register

— Conduct Data Protection Impact Assessments (risk assessments)

— Support collaborative working — advise on data protection governance
arrangements, develop information sharing protocols etc.

— Develop policies, procedures and guidance
— Develop privacy notices
— Develop and deliver data protection training and awareness
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Information Management Team - Who we support

All Council Services

113 Schools

Elected Members — Ward ClIr & Representative of the Councll
Central South Consortium

South Wales Central Area Coroner’s Services

South East Wales Corporate Joint Committee

The public — citizens, service users, visitors etc. (é
\! \
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Information Management Team - Who we are

Service Director ICT & Digital Services

Data Protection Officer (DPO)

Deputy Data Protection Officer (DDPO)
(Corporate)

Senior Compliance Officer x 2
(Corporate)

Compliance Officer x 2
(Corporate)

(Statutory Post)

Deputy Data Protection Officer (DDPO)
(Schools)

Senior Compliance Officer x 2
(Schools)

Compliance Officer x 1
(Schools)

72
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Legal Drivers

Ever changing data protection legal landscape
— DPA1998
— EU GDPR & DPA2018 (25" May 2018)
— UK GDPR & DPA2018 (1t January 2021)

Greater obligations on organisations with enhanced mandatory requirements

Regulated by the Information Commissioners Office (ICO)
— Monetary penalty notices — maximum fine of £17.5 million or 4x of annual global turnover
— Enforcement notice — formal direction from the ICO to put things right or stop processing — 28 days
— Assessment notice — ICO intention to carry out an audit
— New Information Commissioner (5 year term)

Local Government and Elections (Wales) Act 2021
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ICO ‘GDPR Accountability Framework’

Accountability is one of the key principles of data protection law — it
makes us responsible for complying with legislation and requires us to
demonstrate compliance.

The ICO ‘GDPR Accountability Framework’ is an opportunity for us to
assess our organisational accountability.

10 key categories for accountability;
1) Leadership and oversight (governance)
2) Policies & procedures
3) Training & awareness
4) Individuals' rights
5) Transparency
6) Records of processing activities
7) Contracts and data sharing
8) Privacy risk assessments ~z /
9) Security (/2_1
10) Breach/incident response RHOND;A CYNON TAF




How we comply: Leadership & Oversight

Regulated by the ICO

Members
—  Scrutiny of governance arrangements at committees
—  Approval of policies

Senior Leadership Team

Senior Information Risk Owner
- Board Member - SLT

Information Management Board
—  Highlight report (breaches, SAR’s, progress of key actions)

Designated Data Protection Officer (statutory post)
—  Direct reporting line to SIRO

ICT & Digital Service — Annual Service Self Evaluation

ICT & Digital Service - Service Delivery Plan
—  Key Information Management actions
—  Monitored and reported quarterly to Performance Management

Strategic Risk Register

&
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How we comply: Policies & Procedures

Comprehensive policy framework in place covering;
— Data protection
— Information security

Operational procedures and guidance

Policies and procedures provide staff with clear direction in relation to their
roles and responsibilities for managing personal data and security

Links to wider HR policies (e.g. disciplinary)

Easily accessible on Inform and RCT Source

Key points are reflected in the training we provide Z%
\Z o
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How we comply: Data Protection Impact Assessments

A DPIA is a key risk management tool — it’s a process that helps identity
and minimise privacy risks.

Mandatory requirement to conduct a DPIA for processing that is likely to
result in high risk — processing special category (sensitive) or criminal
data, large scale processing, new technologies (invasive — monitoring,
profiling, data matching etc.)

 DPIA framework developed

 DPIA Policy and supporting procedures drafted

« DPIA pre-screening arrangements in place

« DPIA’s being conducted for high risk processing

« Escalation process in place for high risk processing that can not be

mitigated (DPO > SIRO/IM Board > ICO) ___,/
;.
\_,2'\
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How we comply: Information Rights

Information rights gives individuals greater control over their personal data.

We must make people aware of their information rights and how they can exercise them.

We must comply with information rights request within a specified time period.

We inform individuals of their information rights

- WebSIte Eich Hawliau Gwybodaeth

— Forms and applications B e (@ e () e
Comprehensive guidance / procedures in place for = “ e
staff; : B

— Know how to recognise a request
— Know how to respond to a request

All subject access requests are recorded centrally
by the Information Management team

Subject access request training for key services = b &z
8 e - o

Right to sutomated

profiling



How we comply: Information Rights

2020-2021

157 requests received

104 requests validated

78% requests responded to
within statutory timeframe

Service split:

Community & Children Services 66%
Chief Executive 8%
Prosperity, Development & Frontline 6%
Education & Inclusion 14%
Cross Cutting 6%

2021-2022 (April-Dec2021)
204 requests received
138 requests validated

83% requests responded to within
statutory timeframe

Service split:
Community & Children Services 69%
Chief Executive 14%
Prosperity, Development & Frontline 1%
Education & Inclusion 7%
Cross Cutting 9% |

a
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How we comply: Transparency

The law requires that we are open, honest and transparent with
individuals about the way we use their personal data

« General privacy notice published on the Council’s website

« Over 90 service privacy notices published on the Council’'s website
« Data capture forms reviewed and updated signposting to notices

« Data protection logo that features on our website, letter heads etc.

« Elected Member privacy notice developed and published against
each Members profile page (role as Ward Clir)

« Approx. 20 privacy notice templates developed for use by Schools
*

DATA

<

MAE EICH DATA O BWYS YOUR DATA MATTERS
Am ragor o wybodaeth am For more information about
sut rydyn ni'n defnyddio’ch data, ewch i how we use your data visit »
www.rctcbce.gov.uk/diogeludata www.rctcbc.gov.uk/dataprotection



How we comply: Record of processing activities

The law requires that we maintain a record of our processing activities.
These records must be made available to the ICO upon request.

Extensive data mapping exercise undertaken upon GDPR to baseline our
processing activities;

What data we hold

Why we hold it

Where we hold it and in what format
Who we share it with and why

How long we keep it for

Data Protection Register established

Formally records our data processing activities
Identifies the lawful basis for processing (for each activity)

Live document — constantly being reviewed and updated

&
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How we comply: Breach (incident) response

The law requires;

that we have robust breach detection, investigation and internal reporting
procedures in place.

that we report certain serious breaches to the ICO within 72 hour of becoming
aware and we inform data subject of a high risk breach that may adversely affect
their risks and freedoms.

keep a record of any breach (regardless of severity)

Well established incident response procedures in place.

Specific procedures in place for dealing with cyber incidents and a dedicated Incident
Response Team

All staff have a personal responsibility to report breaches (actual/suspected)
Requirement to report covered in staff training.

All breaches are recorded, thoroughly investigated and documented.
Escalation process in place for serious personal data breaches (DPO to SIRO)
Notification to ICO for serious breaches

Notification to data subject for high risk .,/
&
\>

RHONDDA CYNON TAF




How we comply: Breach (incident) response

2020-2021 2021-2022 (April-Dec2021)
« 127 incident/events reported * 96 incident/events reported
and investigated. and investigated.
 14% classed as events 8% classed as events
 86% classed as incidents  92% classed as incident
* 9 breaches reported to ICO * 7 breaches reported to ICO
— 8 —no further action — 5 —no further action
— 1 - awaiting outcome — 2 —awaiting outcome

&
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How we comply: Training & Awareness

Mandatory e-learning training

Face-to-face training
— Bespoke training (e.g. Team setting)
— Elected Members
— Head Teachers
— School Governors
— Data Protection Leads (Schools)

Awareness
— Bulletins - cyber security
— Corporate Induction
— Managers Briefings
— Senior Management Team meetings

RHYBUDD!

Mae sgamiau gwe-rwydo sy'n targedu
sefydliadau a gweithwyr cyflogedig wedi
cynyddu’n sylweddol...

Mae'r Ddesg Gwasanaeth TGCh a'r
Garfan Seiberddiogelwch ar hyn o
bryd yn derbyn nifer fawr o alwadau
sy'n ymwneud 3 throseddau seiber,

ac yn ymchwilio iddyn nhw.

Mae’n bwysig eich bod chi'n aros yn
effro ac un rhol bod i'r ddesg
gwasanaeth TGCh unrhyw
weithgaredd amheus drwy'r porth
ONI BACK EICH BOD CHI'N
DDIODDEFWR YMOSODIAD SEIBER,
ac os felly, ffoniwch y rhif isod.

MEDDYLIWCH CYN CLICIO...

FYDDAI CWMNI NEU ADNODD CYFREITHLON
BYTH YN GOFYN | CHIAM Y CANLYNOL:

* EICH ENW DEFNYDDIWR / CYFRINAIR
CYNGOR RhCT - PEIDIWCH A RHOI'R
MANYLION YMA AR WEFAN NEU MEWN
DOLEN E-BOST

* GWYBODAETH ARIANNOL, ER ENGHRAIFFT,
RHIFAU CYFRIF, TALIADAU, RHIFAU
ADNABOD PERSONOL (PIN)

* UNRHYW WYBODAETH BERSONOL, ER
ENGHRAIFFT, ENW, DYDDIAD GENI, RHIF
YSWIRIANT GWLADOL

gyddwch yn amheus o unrhyw negeseuon e-
ost:

-doeddech chi ddim yn eu disgwyl,

‘wedi'u hysgrifennu’n generig ac sydd ddim yn
eich cyfarch yn bersonol,

*sy'n creu brys neu'n rhoi pwysau arnoch chii
weithredu,

-sydd wedi'u hysgrifennu'n wael gyda sillafu
a/neu ramadeg anghywir

-sydd wedi‘u hanfon ar adegau anarferol o'r
dydd neu'r nos.

10S OES AMHEUAETH RHOWCH WAEDD I NIt g

Os ydych chi'n amau neges e-bost, peidiwch ag
ymateb iddi na’i hanfon ymlaen at unrhyw un
arall, gan gynnwys ni! Rhowch wybod ar
unwaith ar 01443 570000

WARNING!

Phishing scams targeting organisations
and employees have increased
significantly...

The ICT Service Desk and Cyber

Security Team are currently

experiencing and investigating a
h‘ih volume of calls relating to
C

i
yber crime.

It is important that you remain
vigilant and report any suspicious
activity to the ICT Service Desk via
the portal UNLESS YOU ARE A
VICTIM OF A CYBER ATTACK in which
case RING the number below.

THINK BEFORE YOU CLICK...
NO LEGITIMATE COMPANY OR RESOURCE
WOULD EVER ASK YOU FOR:

‘YOUR RCTCBC USERNAME/PASSWORD - DO
NOT ENER THESE DETAILS INTO A WEBSITE
OR EMAIL LINK

FINANCIAL INFORMATION E.G. ACCOUNT
NUMBERS, PAYMENTS, PINS
-ANY PERSONAL INFORMATION E.G. NAME,

DATE OF BIRTH, NATIONAL INSURANCE
NUMBER

Be Suspicious of any emails that:
‘you weren'’t expecting,

-are written generically and do not greet you
personally,

*Create urgency or pressure you into action,

-are poorly written with incorrect spelling
and/or grammar

-have been sent at unusual times of the day or
night

IF IN DOUBT GIVE US A SHOUT! e

If you have suspicions about an email, do not
reply to it or forward it to anyone including us!
Report it immediately on 01443 570000




Key Priorities for 2022-2023

Deliver key services under our Service Level Agreements

Deploy new mandatory data protection e-learning training to staff and
Members

Develop e-learning data protection training module for all School staff.

Review key Council and Schools information security policies to ensure they
remain complaint with legislation and government guidance.

Support the governance arrangements for Phase 2 of the South East Wales
Corporate Joint Committee

Support the delivery of the Council’s Digital Strategy 2022-2026 -’/
(currently in draft) (/éi
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Questions

?
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